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D]SA\ DISCLAIMER

The information provided in this briefing is for general information
purposes only. It does not constitute a commitment on behalf of the
United States Government to provide any of the capabilities, systems or
equipment presented and in no way obligates the United States
Government to enter into any future agreements with regard to the same.
The information presented may not be disseminated without the express
consent of the United States Government.
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DISA\ What is Zero Trust?

“A data-centric security model that eliminates the idea of trusted or untrusted networks,
devices, personas or processes and shifts to multi-atiribute-based confidence levels that
enable authentication and authorization policies under the concept of least privileged access.’

— DoD Digital Modernization Strategy
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DISA\ Implementation of Zero Trust at DISA
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DISA\ Future Network & Security Archi®®ture

B/C/P/S
-FEW___-IPS
-C2C  -ESS

)
[
[
[ Y
[ Y

e
N

-

N -
DISA/
4th Estate
On-Premise Data pg—

User -
y "= E v ..."-- Center T am Cation
/l\‘ ] Sococcsccscscce® T 1 1 11

= F\I----ag -IPS
rity = EI--:-:-- -Proxy/WAF
- Lo -DLP

Avors
h to

UNCLASSIFIED Pl L3



UNCLASSIFIED

D]SA\ Seven Pillars of Zero Trust (ZTRA)
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ICAM Alignment

Enhance Identity, Credential
and Access Management (ICAM)

ICAM Joint Program
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DEFENSE INFORMATIONSYSTEMS AGENCY
The IT Combat Support Agency
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